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Seqgrite Encryption Manager update guidelines before applying
Windows Update (20H1)

Microsoft is about to release a new update for Windows 10 operating systems, called
Windows 10 May 2020 Update also known as Version 2004 and codenamed "20H1”
likely to be available by end of May 2020.

Windows 10 20H1 updates brings in multiple new features, enhancement and fixes.
Click here for more information.

In our internal validations with a pre-release version of Windows 10 20H1 update, we
observed the system with existing clients of Seqrite Encryption Manager (SEM) 1.2.x
goes in the repair mode after applying the latest Windows 20H1 Updates.

To avoid the above described situation, Seqrite has released an important update
which will make the existing Windows 10 SEM clients and server compatible with the
Windows 20H1.

This document describes steps to apply this important SEM update and some
precautionary measures to be taken before applying Windows 10 20 H1 update.

There are two mandatory steps to be performed before applying Windows 10 20H1
update:

1. Update your SEM 1.2.x server with the released update

2. After successful update configure SEM Policies



https://blogs.windows.com/windowsexperience/2020/04/30/getting-the-may-2020-update-ready-for-release-updated/
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Update your SEM 1.2.x server with the released update

You can apply the update using one of the following methods:

e Through Seqrite Encryption Manager

e Through Seqrite Encryption Manager Installer
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Through Seqgrite Encryption Manager

Login to SEM Server as an Administrator.

In title bar, click on Administration.

In the left pane, click on Software update.

Click on Check and Download Now button. In older version (1.2.0), click on
Check Now button.

5. The updates will be displayed, in the following format

P wnNPRE

Software Version Date Latest Version

SEM Agent 12086 06 May 2020, 18:25 v, 1.2.0.7 15 available

Seqrite volume Encryption 1.2.013 06 May 2020, 18:25 v, 1.2.0.15 is available

SEM Server 1.2.20 06 May 2020, 18:25 v, 1.2.2.1 15 available { re-logon to SEM Console is required )

6. The Latest Version column will show the versions of the modules.
7. Click on Update Now button, the following popup will be shown with the
update information

Update information

SEM server will now be updated.

During update, SEM server will not be available for client computers until the server
resumes the services.

8. Click on Update.
SEM Server will update existing Server silently. Once the update is applied
successfully, Seqgrite Encryption Manager version will be updated from 1.2.x
to 1.2.2.1.

9. Refresh the web console after few minutes (approximately after 5-7 minutes)
to login to the updated SEM Server.
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Through Seqgrite Encryption Manager Installer
1. Download Seqrite Encryption Manager installer from here

2. Run downloaded installer on the existing SEM Server.
3. Inthe SEM Upgrade setup dialog, click Next.

£ SEM Server Setup - v 1221 X
Welcome to the SEM Upgrade Setup!

SEM Server software will be upgraded now.

Please exit al the Wind arams before running this Setup
program.

4 Please make sure that volumes at Endpoints should
d be mounted if those are partially encrypted

Note: It is strongly recommended to take a backup
before ing with upgrade.
« Click Next to continue with the upgrade.
« Click Cancel to exit the Setup and then diose any running
programs.

WARNING: This program is protected by copyright law and
international treaties.

" Unauthorized reproduction or distrbution of this program, or
any partion of t, may resultin server civi and riminal penaliies,
and wil be prosecuted to the maximum extent possible under
[

4. On the License agreement dialog, select | accept the Agreement and consent
check box and click Next.

5. In SEM setup dialog, click Finish, to start the update.
Once the Segrite Encryption Manager is updated successfully, Seqrite
Encryption Manager version will be upgraded from 1.2.x to 1.2.2.1.

6. To login to SEM Console, click Start Server.

Note:

SEM clients will be upgraded to latest version automatically, whenever client
communicates with server after server update.


https://www.seqrite.com/seqrite-product-installer
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After successful update configure SEM Policies

Configure the SEM policies as described below before applying Windows 10 20H1
update.

e If the policy is set as Encrypt, then follow the Encrypted Policy procedure

e If the policy is set as Manage Locally, then follow the Manage Locally Policy
procedure
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Encrypted Policy procedure

If the policy is set as Encrypted, then perform the following steps:

1. Login to SEM console as Administrator

2. Click Segrite Volume Encryption: Encryption Policies, (refer the screenshot
below)

3. In Edit Policy dialog box, clear the Encrypt volumes without driver letter
(mount points) check box. (refer the screenshot below)

Edit policy
Policy name: Encrypt fixed disks
Fixed
Vi v
drives Encrypt
action:
Encrypt volumes without drive letter (mount poinis)
Removable Encrypt
Devices:
Read-only access if media is not encrypted
Block access if media is not encrypted
Encryption
Algorithm: AES N
Single Sign On
v
action: User Control
Note: If two users use the same pre-boot password, then the first
user's Single Sign On gets dissociated.

4. Do not change any other option (Recommended)
5. Repeat the above steps [1-4] for all the Encrypt polices
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Manage Locally Policy procedure

Identify the endpoints on which the Manage Locally policy is applied. Before the
Windows update, first decrypt the mount points. Perform the following steps:

1. Onthe endpoint, go to Start > Seqrite Volume Encryption folder.

2. Open Seqgrite Volume Encryption application.

3. If the System Reserved (Mount Point) is encrypted, then right-click on the
encrypted volume (mount point) and select Decrypt Volume (refer screenshot

below)
@
Volume Rescue Options Sectors View Help
Rooelan rale 2|?
Volume Status Capacity  Free Space File System  System or Boot  Volume Type  Algorithm
@ System Reserved (Mount point') Encrypted and Mounted 5490MB 5142 MB NTFS System Basic AES (XTS mode)
% (Mount point) Mot Encrypted 5390MBE 822 MB NTFS Basic
i (C) Encrypted and Mounted 132,63 GB  93.68 GB NTFS Boot Basic AES (XTS5 mode)
o= New Volume (E:) Encrypted and Mounted 48.95GE  43.84 GB NTFS Basic AES (XTS5 mode)
“s* Disk 0
Basic System Reserved (Mo | | (C2) {Mount point 1) New Volume (E:)
28264 GB 545.0 MB 13263 GB 538.0 MB 48.95GB
NTFS: NTFS NTFS NTFS
< Disk 0 | | |
Basic System Reserved (Mo | | (C:) {Mount point 1) New Volume (E:)
28264 GB 545.0 MB 13263 GB 538.0 MB 48.95 GB
NTFS T NTFS NTFS
Mount Encrypted Volume
Dismount Encrypted Volume
Encrypt Volume
Decrypt Volume
Mount at Logen
Mount at Boot time
View Volume Sector
Refresh F5

4. The confirmation dialog is shown, Click Yes to proceed.

Segrite Volume Encryption

The selected volume will be completely decrypted and
accessible to anyone logging onto this computer.

Are you sure you want to decrypt the volume?
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The password dialog is show, enter the password and click OK.

Enter password >

{}- System Reserved (Mount point )

Paszeword: | ---------l

Cancel

Decryption starts for the selected volume.

Decrypting System Reserved (Mount p.. —

Size of volume on physical disk({s): 5449,0 MB

Processed size: 120.0 MB

Time left: 11 seconds

Average speed (KBytes/Sec): 40541.08

| 21%

Warning: Do not turn off the System abruptly while encrypting or
decrypting the volume.

Stop

Success message is displayed after successful decryption, click OK to exit.

Seqrite Volurme Encryption >

o The decryption process has finished successfully.




