
On-Prem EDR – Ports to BeWhitelisted

Environment:

Seqrite Endpoint Detection and Response (EDR)

Ports to be allowed:
The following ports should be allowed/whitelisted in the Network firewall.

Purpose Protocol Port Traffic Direction

Communication
Between EDR servers TCP

6443 ,2379:2380 ,10250 ,10256 ,10257 , 10259, 179,22,
30000-32767, 80,443, 53, 5000,2381,35677, 34351,

9099,10248, 10249, 9100

Bi-directional

EPP Server to
communicate with

EDR
TCP 8080,443

Endpoint to server
Communication TCP 8184,31204, 80, 443

EDR Server to UM
TCP 18081, 8080
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